
Tools to prevent online fraud
A collection of recommended tools that online businesses should use in
order to protect themselves against online fraud



Address Verification 
 
Dynamic address validation built directly into the checkout process can prevent

invalid addresses from being entered and provide friction to fraudsters.

Fraud Monitoring Tool 
 
Online tools that connect to your checkout process, like Kount, Riskified or

Fraudwatch; automatically monitor incoming orders using fraud algorithms.

Community Alerts 
 
Real-time feedback from online business communities can help stop orders that

match patterns reported by other businesses as fraudulent.

Fraud Filtering Rules 
 
The ability of setting up your own rules to flag orders that don't match your

common customer profile gives you a personalized level of protection.

4 Tools to Stop Fraud
While nothing can stop fraudsters, you can still fight them back. There
are special services that prevent risky transactions and secure online
merchants against revenue losses. 



Fight Ecommerce Fraud
With An Army Of Security
Features



In North America, online fraud accounts for 1 percent of ecommerce transactions.

That may not seem like a whole lot, but when you consider the costs to the

merchant every time a fraudulent transaction happens, it adds up. 

That cost includes:

The cost of the purchase (to the owner of the stolen credentials)

The lost product

A penalty from the bank

Major fees from credit card companies

Fraud is a common and devastating problem for online merchants across the globe.

And the onus is on you to stop it before it starts.

Fortunately, fraud protection tools are available to make it easier than ever before

to stay proactive in the fight against fraud. 

Check out four features that can help protect your store against fraud before it

occurs.

Monitor possible fraud proactively with Fraud Monitoring Apps.

Online apps like Kount, Riskified and FraudWatch are fraud monitoring apps that

take into account a variety of fraud-related factors whenever a shopper makes a

purchase.

In the case of FraudWatch, the add-on scores purchases based on 12 indicators,

including data points like IP address, mailing address, and bank identification. Each

of these points of data feed into an algorithm that calculates the risk level in every

transaction that feeds through your system. The feature spits out a risk score

between 1 and 10, along with one of three color-coded warnings based on the risk

level.

Learn from other businesses with Community Alert.

A piece of the FraudWatch puzzle, the Community Alert feature is powered by

3dcart’s network of 20,000+ merchants. Merchants who are already onboard band

together to offer feedback on potentially harmful purchases.

http://www.internetretailer.com/2013/02/28/7-online-transactions-africa-are-fraudulent
http://www.3dcart.com/fraud-watch.html
http://www.prweb.com/releases/2012/9/prweb9948154.htm


The first service of its kind, Community Alert empowers 3dcart merchants with a

database of reported fraudulent orders. Based on those reports, the feature

generates a Community Score that demonstrates the risk involved in the purchase.

Coupled with the FraudWatch score, merchants can make better decisions on

processing orders on the fly.

Alerts are a great start, but there’s another bastion of defense against fraud that

includes extra benefits…

Avoid shipping errors with Address Verification.

We wanted to include the Address Verification add-on here because it’s another

way to make sure an order is legitimate. But Address Verification is so much more

than that.

In fact, it’s a proactive tool that stops shoppers from making costly mistakes, like a

typo, missing suite number or bad zip code. You’ve experienced these mistakes

before, and you eat the cost, unfortunately. With Address Verification, you can stop

those mistakes from happening.

The feature scans the UPS database for known addresses that match and makes

related suggestions if the address isn’t already known. Shoppers are prompted to

confirm either the original address or the suggested one.

Thus far, we’ve discussed 3dcart add-ons. One final step in completing your army

of security features takes us outside of the shopping cart…

Fraud Screening Rules 

 

In addition to a score that assess a transaction’s threat level, the ability to create

special “screening rules” that will automatically approve, reject or flag orders for

review based on the information being reported by FraudWatch. 

With FraudWatch’s Screening Rules, transactions are reviewed before an order

reaches the credit card validation process, thereby allowing you to reject orders

before they ever reach your payment gateway. Automated approval or rejection

will save merchants countless hours of time and energy better spent elsewhere,

with only the orders under the “review” status requiring a merchant’s attention.

http://www.3dcart.com/ecommerce-apps/address-verification.html


Specifying rule conditions is easy and incredibly customizable. FraudWatch

subscribers will have list of selectable parameters to further specify in which cases

a transaction should be automatically denied or set aside for further review.

Examples of such configurable criteria include order amount, billing country,

selected payment method, email provider domain name, FraudWatch Score, or if

the customer account is new, anonymous or a returning customer.

Merchants can add as many conditions to a rule as needed, allowing for complete

customization and control of FraudWatch. A popularly implemented rule, for

example, is one in which an order is automatically approved if either A) their

FraudWatch score is less than 2, or B) the customer is a returning customer. A

returning customer or anyone with a good FraudWatch score isn’t likely to pose any

danger of fraud – so why not create a rule that will automatically approve the

transaction and save you a great deal of time in the process?



Does your online store
have the right tools to
handle online fraud?

A powerful ecommerce platform for your online store, with
integrated with over 160 payment solutions, available fraud
prevention tools, and secured with Level 1 PCI compliance.. 

Try 3dcart Free for 15-days

http://hubs.ly/H081rWc0

